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National Bank Enhances 
Mobile Network Security 
with Citrix Consulting 
and NetScaler
A U.S. Midwest bank has more than 5,400 employees and over 380 
branches. Striving for convenience, the bank supports its large customer 
base with diverse mechanisms and uses state-of-the-art solutions to 
manage data and information.
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Industry
Financial Services 

Key benefits
• Uses critical security knowledge to 

prevent security vulnerabilities

• Delivers the most complete 
enterprise mobility management 
solution

• Enhances the user experience by 
providing seamless transitions

The bank, which began business in 1923, reported total assets of 
$19 billion in September 2014 and total revenues of $1.2 billion in 
2013. Its services include personal and small business, commercial 
business, and equipment finance and leasing across the United 
States and Canada. 

The challenge: expand mobile device 
management to support a mobile workforce 
The customer’s increasingly mobile workforce 
was outgrowing the legacy mobility 
management environment. Allowing users to 
access their apps and data from untrusted 
devices was raising significant security and 
compliance concerns. The customer needed to 
expand its solution for managing and securing 
almost 1,400 corporate- and employee-owned 
Apple® iPhone® OS (iOS) devices. 

The customer had completed the initial 
migration from the legacy environment to 
Citrix® XenMobile® Enterprise, but its employees 
were experiencing problems in their transition 
between the external cellular network and the 
customer’s internal Wi-Fi® network. Because of 
the way the customer network was handling 
TCP connections from mobile devices, the Citrix 
WorxMail™ application would stop working. The 
customer needed assistance with correctly 
configuring the default route and properly 
segmenting internal and external traffic.

The solution: troubleshoot and improve  
the routing configuration to optimize 
NetScaler deployment 
To enable the full migration to XenMobile 
Enterprise, the Citrix Consulting Services team 
was engaged to help the customer make 
configuration changes and to troubleshoot 
issues on its Citrix NetScaler Gateway MPX™ 
8000 appliances and the Citrix XenMobile 
Device Manager. Citrix provided guidance to 

configure the NetScaler® routing and 
Management Console SSL certificates, disable 
SSLv3 to prevent a padding-oracle attack 
vulnerability, and create a profile to support 
Multipath TCP (MPTCP).

The customer’s XenMobile environment is at a 
single site. All XenMobile components are 
virtualized and reside in the customer’s intranet 
zone. The NetScaler appliances, deployed in the 
DMZ, provide secure access using SSL offloading 
to the XenMobile Enterprise environment and 
intranet resources. New vLANs further isolate the 
DMZ and protect internal networks.

Key benefit: provides critical security 
knowledge to prevent security vulnerabilities 
The Citrix consultant improved NetScaler route 
configuration to isolate the DMZ and internal 
networks, decreasing security risks. Working 
with requirements from the customer’s IT 
department, the consultant incorporated 
enablement of mobile app features such as 
data encryption, password authentication, 
secure lock and wipe, inter-app policies and 
micro VPNs to ensure compliance of corporate 
assets and secure valuable content.

Key benefit: delivers the most complete 
enterprise mobility management solution
By choosing XenMobile Enterprise, the 
customer has gained a complete, integrated 
solution for managing and securing apps, data 
and devices. Users can be fully productive, 
benefiting from anywhere access to a wide 
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variety of device and app choices. IT can secure 
and manage mobile devices, apps and data 
from a centralized location.

Key benefit: enhances the user experience 
by providing seamless transitions
By preparing for MPTCP in the next NetScaler 
release, the customer is ensuring that its 
workforce can experience smooth transitions as 
their mobile devices move between internal and 
external networks. Users simply enroll their 
chosen devices so that IT can provision policies 
and apps automatically. On- or off-premise, 
users have single-click access to all their apps, 
including seamlessly integrated email, browser, 
data sharing and support apps.

Looking ahead 
The customer is prepared for the next 
NetScaler release, which fully supports MPTCP 
transitions between the cellular network and 
the company Wi-Fi.

The Citrix Consulting Services team recommends 
that the customer develop a backup and recovery 
strategy for all components of the NetScaler 
infrastructure. The customer can also build out its 
developer environment to match the 
configurations, patches and policies in the 
production environment.

About Citrix Consulting Services
Citrix Consulting Services for Networking helps 
customers to maximize the value of their Citrix 
networking products. In the Americas, more 
than 70 architects, consultants and service 
delivery managers unleash the full power of 
features for service providers, financial services, 
healthcare, retail and government customers. 

Citrix Consulting Services helps to accelerate 
deployment and mitigate risk throughout 
project life cycles, anticipate and expedite issue 
resolution, and strengthen customers’ strategic 
plans for mission-critical deployments.

Visit citrix.com/consulting to learn more.
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